a1 Parameter

[ SOLUTION BRIEF ]

Security at the speed
of development.

Solution brief / Parameter Platform

Al agents that find and prove vulnerabilities across your web apps,
APlIs, cloud and dependencies. Continuously, not once a vear.

[ THE PROBLEM ]

Software ships every day. Security testing has not kept up. A
traditional pentest is a person, booked weeks out, testing a single
snapshot of your application. Scanners fill the gap with noise:
pattern-matched findings that nobody has proven are exploitable,
ranked by CVSS rather than by what an attacker can actually reach.
The result is a queue that grows faster than it can be triaged, and
coverage that lapses between engagements.

[ BY THE NUMBERS ]

<1% 24h

WHAT SECURITY TEAMS NEED

01 Continuous coverage

Testing that runs on every release and
every deploy, not on an annual calendar.

02 Proof, not probability
A working exploit for every finding so
engineers fix real risk, not theoretical risk.

23 One queue, every layer
Code, cloud, dependencies and secrets in a
single place, routed to the tools teams
already use.

24/7

Continuous coverage on every
release

False positives across every To first validated findings
module
Old way A single snapshot, once a year. Parameter

Probes every hour, every day. Every release.

BUILT BY THE TEAM THAT SECURED

BACKED BY Y COMBINATOR

Apple - Google - Microsoft - U.S. Department of Defense - T-Mobile - Henkel - Epic Games - AT&T - Yahoo
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[ HOW IT WORKS ]

One platform.

Every layer of your security.

01

Connect

Point Parameter at your application,
repositories and cloud accounts. No
weeks of scoping, no agents to install. A
URL and credentials, or a read-only role, is
enough.

[ SOLUTION ARCHITECTURE 1]
CONNECT

4}+ Running application
URL + credentials, OpenAPI

| ..| Source repositories
GitHub, GitLab, Bitbucket

¢ Cloud accounts
AWS, GCP, Azure, OCl, K8s
read-only role

|_|] Lockfiles and history

Dependencies, secrets

FIG. 01

RE-TEST ON EVERY FIX AND EVERY RELEASE

02
Test

Agents probe continuously across APIs,
auth flows, business logic, infrastructure
and dependencies, reasoning like a human
red team rather than running down a
checklist.

PARAMETER AGENTS

&1 Parameter Platform

Read-only, least-privilege
connections. Scoped,
non-destructive, fully logged.

o1
Map

Attack surface, code paths,
resource graph

02
Test

Parallel agents work real attack
paths

23

Verify

Reproduce from a clean state;
drop the unproven

validated findings reach the shared queue, reports and integrations.

Aggressive testing, zero blast
radius

Agents prove a vulnerability exists, then
stop. No chaining or escalation without your
go-ahead, no destructive actions, and a full
audit trail of every step.

parameter.ai
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Signal over noise

Every finding is reproduced from a clean
state before it is filed. Unproven findings
are dropped, so the queue you see is real
and short.

All rights reserved.
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03
Report

Validated findings land with reproduction
steps, a working proof-of-concept and
remediation guidance, including fix pull
requests ready to merge and re-test.

OUTPUTS

o Validated findings
Proof, repro steps, impact,
one ranked queue

4l Fixes as code
Fix PRs, Terraform patches,
version bumps

E Reports

Executive, customer, auditor,
remediation

%, Routing

Jira, Linear, Slack

Parameter Platform architecture. Read-only connections to code, cloud and running applications feed autonomous agents; only

Finding to fix, automatically

High-confidence pull requests, Terraform
patches and dependency bumps are
generated with each finding, and re-tested
the moment you ship.
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[ KEY CAPABILITIES ]

Coverage across the stack,
INn one queue.

Pentesting Agent Sentinel Cloud Security
Continuous, autonomous pentesting of An Al reviewer on every pull request Attack-path reasoning across AWS,
web apps, APIs and auth flows with a that follows execution paths beyond Google Cloud, Azure, Oracle Cloud
working proof-of-concept for every the diff and comments inline. and Kubernetes, with Terraform fixes
finding. opened as PRs.
Supply Chain Secrets Detection Audit-ready reporting
Full dependency graph with reachability Leaked keys, tokens and credentials Executive, customer-facing, auditor and
analysis, malicious-package inspection found across repositories and git remediation reports mapped to SOC 2
and a signed SBOM. history. and ISO 27001 controls.

[ PRODUCT 1]

app.parameter.ai

Home >s > CVE-2026-25896
- Lens Agent
tration UDE‘”
stopilot o

Findings CVE-2026-25896

uncertair

VULNERABILITY
GHSA-m73m-9gc2-mpf2 &

CVE-2026-25896
anning fast-xml-parser 5.2.5 - npm Q) ac
9
Dependencies fast-xml-parser has an entity encoding bypass via regex injection in DOCTYPE entity names

Infrastructure
DESCRIPTION 0
N CEV N

Entity encoding bypass via regex injection in DOCTYPE entity names

Integrations Critical

Summary m
Adot ( . )inaDOCTYPE entity name is treated as a regex wildcard during entity replacement, allowing an 3 ey

eachable
attacker to shadow built-in XML entities ( A A , ) with arbitrary values.

This bypasses entity encoding and leads to XSS when parsed output is rendered. Reach co 75%

Details oloitability Uncertain
The fix for CVE-2023-34104 addressed some regex metacharacters in entity names but missed (period),
which is valid in XML names per the W3C spec.
, entity names are passed directly to 3 cosys npm
B
Transitive
& Inbox

s B Tl ® Ask Lens
Acme % e A4 ’ = y de

FIG. 02 The Parameter console. Findings from every module land in one ranked queue with proof, reproduction steps and remediation.
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[ TECHNICAL SPECIFICATIONS ]

DEPLOYMENT Saa$, agentless. Data processed in the US

CONNECTIONS Read-only, least-privilege. URL + credentials, OpenAPI spec,

or source
SOURCE CONTROL GitHub, GitLab, Bitbucket Cloud

CLOUD PROVIDERS AWS, Google Cloud, Azure, Oracle Cloud, Kubernetes

ROUTING Jira, Linear, Slack; fix pull requests against your repositories

ENCRYPTION In transit and at rest; role-based access control; audit
logging

DATA USE Customer personal data never used to train foundation
models

REPORTS Executive, customer-facing, auditor (SOC 2 / ISO 27001),

remediation

[ PACKAGING ]

Single App Rightsized

Solution brief / Parameter Platform

SAFETY MODEL

B Confirm and hold

Agents prove a vulnerability exists, then stop.
No chaining or escalation without your

explicit go-ahead.

B Scoped, never stray

Agents stay inside the targets you authorize.
No wandering into systems that are not in

scope.

B No destructive actions

No dropped tables, no deleted data, no denial
of service. Safe against production by design.

B Full audit trail

Every action an agent takes is logged and
reviewable, so you can see exactly what

happened.

Continuous

Fixed scope. One app and its APlIs.
Whitebox, greybox or blackbox. Same-day
results, free re-testing, audit-ready report.

Everything in Single App. Scope set
automatically from repos. Multi-service and
multi-repo, built for complex platforms.

Pentest on every deploy. Everything in
Rightsized plus enterprise SLA and support
and a dedicated success manager.

[ WHY PARAMETER ]

.-~ Proven, not predicted
Every finding ships with a working
proof-of-concept. Unproven findings are
dropped before they reach you.

.~ <1% false positives
Validation from a clean state keeps the
queue short and every entry real.

.~ Top 3in the US on HackerOne
Offensive-security pedigree behind the
agents, with independent third-party
review.

.~ Same-day results
First findings within 24 hours; most runs
finish the same day. No engagement to
book.

ABOUT PARAMETER

Parameter is an Al-powered security platform that continuously finds and validates
vulnerabilities before attackers can exploit them. Autonomous agents pentest like a real
adversary across your code, cloud and dependencies, with every finding proven. Formerly Hex
Security, Parameter is backed by Y Combinator and built by a team that has secured Apple,
Google, Microsoft, the U.S. Department of Defense, T-Mobile, Henkel, Epic Games, AT&T and
Yahoo.
parameter.ai Inc.
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[ NEXT STEP ]

See first findings in 24 hours. Connect one

application, repository or cloud account and
Parameter returns validated, proven findings the

same day, with no engagement to book.

TRUST AND COMPLIANCE

SOC 2 Type | (Type Il observation underway)
HIPAA BAA available

GDPR DPA with SCCs

Data processed in the US

parameter.ai -

reserved.

support@parameter.ai -

app.parameter.ai
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